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Executive Summary

This report assesses Armenia’s e-commerce readiness and offers a number of recommendations
for successful adoption of e-commerce in the country and examples of best international practice.
It also attempts to explain the reasons for the slow advancement of e-commerce within the
business sector and identifies legal, institutional and technological barriers to its development. It is
anticipated that the analysis and recommendations developed in this report will be used by the
GOA to take the necessary steps to facilitate this mode of trading.

The report focuses on the ‘“infrastructure” (i.e. connectivity hardware and software,
telecommunications, product delivery and transportation systems) and “services” (e.g. e-payment
systems, secure messaging, electronic markets, etc.) and covers the following areas:

e E-commerce process and trends

e Connectivity and technology infrastructure
e Courier express parcel environment

e E-environment

e Consumer and business adoption

e Legal and policy environment.

E-commerce process and trends: The volume of e-commerce transactions in Armenia amounted
to approximately USD 8 million in 2011. This constituted only 0.08% of the GDP and 0.23% of all
retail transactions. There were 51 e-commerce websites with ArCa online payment facilities,
including 8 e-government services, 7 e-banking services, 18 retail stores and 4 digital goods
stores.

e The volume of e-transactions and the number and popularity of e-commerce websites are
very low.

Connectivity and technology infrastructure: In 2011 subscription numbers were as follows (per
100 inhabitants): mobile-cellular telephone subscriptions — 103.57; fixed (wired)-broadband
subscriptions — 4.98; mobile-broadband subscriptions — 5.2. Users of internet constituted 56% of
the population, and 13.6% of households had internet access. In 2010 Armenia’s ICT infrastructure
was ranked 72" by ITU IDI and 94™ by NRI. Armenia ranked 102 among 165 countries in
affordability of broadband subscription. Internet bandwidth increased from 1083 Mbit/s to 10547
Mbit/s in 2008-2010.

¢ Armenia’s ranking in various international benchmarking reports remains modest.

Courier express parcel environment: Total value of goods exported from Armenia that
potentially can relate to e-commerce amounted to USD 11 million in 2011. The World Bank ranks
Armenia 100" among 155 countries in performance of on-the-ground trade logistics.

e E-commerce exports of Armenia are insignificant.

e Absence of an e-marketplace with integrated payment, delivery, shopping cart modules is
an important problem.



e Lack of information on termination rates makes it difficult to assess the capabilities of the
postal operator.

E-environment: IT companies number 281 with 6,760 specialists working in the field. Although
Armenia ranks only 69" among 141 countries in the 2012 Global Innovation Index, several
institutions, such as Microsoft Innovation Center, the Regional Mobile Laboratory and the National
Center for Innovation and Entrepreneurship, help to increase the IT innovative potential of
Armenia. The Enterprise Incubator Foundation has been operating since 2002 and the Gyumri
Information Technologies Center opened in 2005. There is a pool of qualified IT specialists (web
designers and developers, security specialists) and educational institutions preparing such
specialists but only two institutions provide master programs in e-business, and there are no
certification procedures for e-commerce specialists. Despite the fact that legislation on e-payment
systems has been enacted, only one entity has been licensed for processing and clearing of
payment instruments and only two for e-money issuance.

Consumer and business adoption: There have been very few awareness campaigns on
consumer rights in general and e-commerce in particular. There are no legislative acts aimed
specifically at protecting e-consumers (e.g. privacy and data protection laws) although the Law on
Consumer Rights Protection is applicable to e-commerce transactions. There are no legal
requirements for e-merchants to disclose information on product details, testimonials, trust marks,
personal data policy, return policy, security policy etc. The cash-on-delivery e-payment method is
not practiced. There are no e-business associations to coordinate industry efforts in the field, and
no codes of conduct for e-transactions have been adopted. Neither the government nor
businesses have initiated creation of an Armenian trust mark (privacy, reputation, security).

e E-commerce literacy is rising among consumers due to the GOA’s decision to exempt from
VAT importations of goods not exceeding a certain value and transported by the postal
operator.

e The framework for consumer rights protection is underdeveloped, except for the financial
sector where consumer rights are subject to specific regulations and oversight of the
Central Bank and the Office of the Financial System Mediator.

e Although the country has adopted a national cyber security strategy, collaboration with
business in this area has not been sufficient.

e The small market size of Armenia is a hindrance for e-commerce adoption by Armenian
businesses.

¢ Armenia suffers from a lack of MNCs operating in the market, which might bring experience
and know-how in the e-commerce sector.

Legal and policy environment: Armenia has adopted a few e-commerce related laws, particularly
a law on e-documents and e-signatures, intellectual property laws, a law on payment and
settlement systems and regulations on e-money issuance. At the same time there is no
comprehensive law on e-commerce and no specific laws on cybercrime, data and privacy
protection in the Internet environment, protection of e-consumers, ADR mechanisms, Internet
advertising and unfair business practices. The Customs Code of Armenia allows individuals to
import goods ordered electronically from abroad. The MoE intends to amend customs regulations
to address the issue of the high prices of brokerage services and customs clearance for
exportation.



Armenian laws fail to regulate a number of aspects of e-commerce, including privacy,
cybercrime, ADR, Internet advertising etc.

Recommendations discussed in the report include:

>
>

Enacting a comprehensive e-commerce law according to the UNCITRAL Model Law.

Establishing an e-commerce development center in order to coordinate the activities of
various public and private stakeholders, develop an e-commerce policy; identify barriers to
e-commerce;, publish reports and guides for businesses; cooperate with international and
foreign organization and research international best practices; protect consumer rights etc.

Establishing an e-commerce database for the purposes of gathering comprehensive
information on e-commerce activities, measuring the level of e-commerce penetration and
benchmarking Armenia against other markets; designating an authority responsible for
collection and publication of e-commerce statistics.

Promoting the development of high quality ADR services, which are independent,
transparent, cost-effective, flexible and accountable to the public; training specialized
arbitrators.

Amending consumer protection laws to ensure that e-merchants provide sufficient
information on their websites (product details, testimonials and reviews, details at checkout,
personal data policy, return policy, contact information, security policy etc.).

Amending consumer protection laws to ensure availability of chargeback practices
protecting the rights of merchants and consumers.

Amending consumer protection laws to provide for return policies more protective of e-
consumers. This will also help courier companies to increase profits and expand.

Amending consumer protection laws to distinguish between fraudulent and untargeted
commercial communications (spam) and commercial email, prohibiting spam while
recognizing that commercial email can play a legitimate and significant role in the
emergence and growth of electronic commerce. To that end, an "opt-out" approach should
be adopted as the most effective means of balancing consumer trust and choice for
legitimate commercial email.

Assisting Armenian banks in joining the MyBank initiative. This will help build confidence in
Armenian e-merchants and give them access to European markets.

Creating an Armenian trust mark brand, which will assure e-consumers that they are
dealing with an authentic, trustworthy trader who respects their privacy, follows good
information security practices, does not allow any illegal or immoral content and has a clear
policy for dispute resolution.

Assisting Armenian e-commerce companies in joining eBay, Amazon, Rakuten and other
worldwide marketplaces.

The analysis conducted in the report has some limitations. The report has been written based
mainly on desk research and several interviews with relevant officials. Because of the absence of
surveys among e-consumers, several components of e-business adoption, such as purchase
convenience, free shipping and return policy, have not been evaluated. Little information is



available on the adoption of e-commerce by local businesses, in particular no data was found on
strategic orientation of businesses, industry structure, firm size, top management support, financial
and human resources etc. Neither there has been a review on how businesses perceive gains and
risks in e-commerce. There is little information on cross-border e-commerce, and the lack of
detailed e-commerce statistics makes it difficult to assess the volume of mobile commerce and
social commerce.



I. INTRODUCTION

The number of Internet users around the world has been steadily growing, and this growth has
provided the impetus and the opportunities for local, regional and global electronic commerce (e-
commerce). However, as with the Internet, different characteristics of the local environment have
created significant levels of variation in the acceptance and growth of e-commerce in different
regions of the world.

In this report, we have assessed Armenia’s e-commerce readiness and proposed a strategy (set of
recommendations) for successful adoption of e-commerce in Armenia. The main focus is to
understand why this sector has not yet advanced within the business arena of Armenia, and to
identify good international practices in order to inspire the country when defining its e-commerce
strategy.

Various studies have been conducted and models have been developed to identify diffusion of e-
commerce in different environments. These models have looked at “infrastructure” (i.e. connectivity
hardware and software, telecommunications, product delivery and transportation systems) and
“services” (e.g. e-payment systems, secure messaging, electronic markets, etc.) as the primary
diffusion factors. Based on review of the literature, we have tried to gather the set of factors that
help us further in the report to identify barriers to e-commerce diffusion in the country.

The “Digital economy rankings: Beyond e-readiness”™ the Report analyzes e-readiness of the

country by measurement in the following distinct categories:
= E-commerce process, trends
= Connectivity and technology infrastructure
= Courier express parcel environment
= E-environment
= Consumer and business adoption

= Legal and policy environment.

*Economist Intelligence Unit (2010), Digital economy rankings - Beyond e-readiness, www.eiu.com

10


http://www.eiu.com/

E-COMMERCE PROCESS, TRENDS

E-commerce Process
Definitions for E-commerce process steps
E-commerce?

Electronic commerce (e-commerce) is the buying and selling of products or services over
electronic systems such as the Internet and other computer networks. Currently, the Internetis
used at least at one point in the transaction's life-cycle, although it may encompass a wider range
of technologies such as e-mail, mobile devices and telephones as well.

The key E-commerce components are:

- Shopping cart software: Shopping cart software assists people making purchases
online.

- Payment: Online shoppers commonly use a credit card, charge card or a debit card to
make payments.

- Product delivery: Once a payment has been accepted, the goods or services can be
delivered in the following ways: downloading (software, games, music, movies, or
images), printing out (tickets, gift certificates and coupons), shipping, in-store pickup.

E-commerce was previously considered to be a transaction between parties through PCs and
laptops, but evolving technologies are bringing new definitions to differentiate other methods of
transacting by way of e-commerce.

2. Armenia’'s E-commerce Statistics per Source of Data
National Statistical Service of the Republic of Armenia (NSSRA)?

In the “Statistical Yearbook of Armenia” of the NSSRA the section on Transport and
Communications®, provides Indicators of Post and Courier activities, however information on
Shipping through E-commerce is missing. Under the Trade and Services® section, the Retail Trade
Organizations sub-section is limited to data on conventional types of retail: shops, consumer good
market, kiosk and other trade units.

The section on the Financial Sector fails to provide any data about the volume of e-commerce
transactions.

?E-commerce differs from the term E-Business? which is the application of information and communication technologies (ICT)
in support of all the activities of business.

Wikipedia: http://en.wikipedia.org/wiki/Electronic commerce

3National Statistical Service of the Republic of Armenia (NSSRA): www.nssra.am

4 Statistical Yearbook of Armenia, Transport and Communications: http://armstat.am/file/doc/99466688.pdf

5 Statistical Yearbook of Armenia, Trade and Services: http://armstat.am/file/doc/99466693.pdf
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Central Bank of Armenia (CBA)®

The annual statistics of the volume of e-commerce transactions in Armenia is provided by CBA. Its
Annual Statistical Bulletins’ provide general information for transactions in the “Internet
environment”, which are presented in the “Payment Card Transactions by Service Facilities” part
within the “Payment and Settlement System” section. Transactions volume of e-commerce can be
derived from other publications of CBA such as the Banber quarterly reviews of the Armenian
financial system.® But the information is presented in the text rather than a table, and the
methodology of calculations is not detailed. Below is presented data in one table to show the trend
of e-commerce transactions in Armenia.

Table 1: Payment Card Transactions by Service Facilities —Internet environment — E-Commerce
2008 2009 2010 2011 2012 (1% and

2nd q)
Internet environment - Value (billion AMD) | 1.8 5.6 8.8 12.9 8.8
E-Commerce Transactions- Value (billion - - 2.1 3.1 2.1
AMD)
E-Commerce Transactions- Value (million | - - 5.8 8 5.1
USD)*

Growth rate as for previous years - - - 72.5% | 75%**
# of transactions in Internet Environment 82185 | 23338 | 32339 | 548765

6 0
* Source for Exchange Rate: Oanda: http://www.oanda.com/currency/historical-rates/ / ** Projected

Table 2: E-Commerce Transactions Volume as of % GDP and % Total Retail for 2011

Armenia | UK South | China | US Japan | EU Russia | Turkey
Korea
% GDP 0.08 8.2 7.4 5.5 4.8 4.8 3.8 2.9 1.8
% Retail | 0.24 10 9° 3% 2

Source: CBA, NSSRA™and BCG™

Armenian Card (ArCa)*®

The Armenian Card was established by CBA and 10 trade banks in March 2000 with the goal of
establishment and development of a new payment system. ArCa presents a service package that
allows banks to issue and acquire ArCa, MasterCard, VISA and American Express cards using the
modern techniques, technologies and software of the processing center as well as the ArCa's
professional assistance. On its website, ArCa presents a list of Internet merchants who accept
online payments in Armenia:

6 Central Bank of Armenia: www.cba.am

7 CBS: Annual Bulletins: (2010) http://www.cba.am/en/sitepages/statspannualbulletin.aspx and

(2011) http://www.cba.am/EN/pperiodicals/vich tex 12 eng.pdf

8 CBA: Banber quarterly review for 1% quarter of 2012: http://www.cba.am/EN/pperiodicals/banber I 12.pdf
http://www.slideshare.net/victori98pt/2011 -internet-sector-outlook-by-j-p-morgan

10 Growing the EU’s online economy - 11/01/2012: http://ec.europa.eu/news/economy/120111 en.htm

1Volume of retail trade turnover, mln Drams: 1294806.1: http://armstat.am/en/?nid=126&id=06001&submit=Search
12http.//www.economist.com/blogs/graphicdetail/2012/04/daily-chart-2?zid=291&ah=906e69ad01d2ee51960100b7fa502595
13Armenian Card (ARCA): www.arca.am
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Table 3: Websites accepting online payments from ArCa card holders:

Waorking Not

Working
Retail (Products, Daily Deals, Group Buying, etc.) 18 5
Digital Goods (Software, Music, Video, Game, TV, News, Tickets, | 4 5
etc.)
Internet Marketing (SMS, Mobile Applications, etc.) 1
Internet Service Providers (Internet, Hosting, Domain, etc.) 5 5
Mobile Operators 2

VolP 1
Betting / Brokering
E-Payment Systems
Banks / Financial Services
E-Government Services
Subtotal: No longer exist and/or not providing online-payment 18
option
Subtotal: Working and providing the functionality for online- 51
payment
Total 69

QNN

Spyur*

Spyur collects, processes and disseminates information about companies and organizations in
Armenia. Based on searching the results of the business directory section of the Spyur online
database, there are 15 registered companies classified as Online Store Services.

Alexa®

Alexa is the leading provider of free, global web metrics. Visitors can look up the most successful
sites on the web by keyword, category, or country. Using Alexa the list of the Top 500 sites in
Armenia were reviewed based on the number of visitors to identify the top five e-commerce-related
websites, which are eBay global marketplace (17" place); Sas.am supermarkets chain (37™);
Ar(%ha Payment System (56™); Webmoney e-payment system (62"): PayPal e-payment system
(65™).

The scrutiny proved that Armenia lacks detailed information on local and cross-border e-
commerce. Many other countries and several international organizations are currently engaged in
the collection and presentation of such data. Statistical information is very important to policy
makers, and to local and foreign investors.

Recommendation

Armenia needs to establish an e-commerce database with the purpose of i) gathering and
consolidating sufficient and comprehensive information on the state of e-commerce activities; ii)
using the database to evaluate and measure the level of accomplishment in the implementation of
e-commerce; and iii) benchmarking Armenia against other markets.

14Spyur: Business Directory and Yellow Pages of Armenia: www.spyur.am
5Alexa:The Web Information Company: http://www.alexa.com/topsites/countries/ AM
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. CONNECTIVITY AND TECHNOLOGY INFRASTRUCTURE

Adoption of e-commerce in developing and emerging-market countries is limited by a lack of
affordable Internet access and the overall quality of ICT infrastructure. This section measures the
extent to which individuals and businesses access the Internet and mobile networks, and do so
affordably with assurance of quality, reliability and security.

Favorable access conditions will greatly facilitate the creation of “critical mass “for the development
of e-commerce. But a conundrum is that e-commerce businesses will not be created if there is no
perceived demand for services, but there will be no perceived demand if buyers and suppliers
cannot successfully get online. It is imperative, therefore, that access does not become a barrier
to the adoption of e-commerce in Armenia. More buyers mean a greater customer base for
potential sellers; more sellers mean more competition and better services for consumers.

1. Connectivity in Armenia

ITU statistics are widely recognized as the world’s most reliable and impartial global data on the
state of the global ICT industry. Information was used from PDE, mutual product of Google and
ITU, to illustrate Armenia's connectivity compared to other post-Soviet countries of the same
economy scale, Georgia, Moldova and Estonia.

Table 4: Armenia’s ICT access and usage statistics by the end of 2011

Georgia | Estonia Moldova | Armenia Developing | Develope
Countries d
Countries

Mobile-cellular telephone 102.35 138.8 104.8 103.57 70.1 114.2
subscriptions per 100 (2011) (2011) (2011) (2011) (2010) (2010)
inhabitants (p.h. 100)
Fixed(wired)- broadband 7.6 27.14 9.89 4.98 4.2 23.6
subscriptions (p.h. 100) (2011) (2011) (2011) (2011) (2010) (2010)
Mobile-broadband 18.8 8.1 15.3 5.2 8% 51%
subscriptions (p.h. 100) (2010) (2010) (2010) (2010) (2011) (2011)
Users of Internet (% of 38% 76.5 % 36.56% | 56.0% 70% 90%"’
population) (2011) (2011) (2011) (2011) (2011) (2011)
Households with internet 16.6% 67.8% 34.7% 13.6% 20% 70%
access (in %) (2010) (2010) (2010) (2010) (2011) (2011)
Source: ITU

Rankings provide an opportunity to see the data in perspective and a starting point to look into
ways to make positive changes. Policymakers also are able to evaluate the impact of specific
projects and policies.

16 Google Public Data Explorer: http://www.itu.int/ITU-D/ict/statistics/explorer/index.html
International Telecommunication Union (ITU): www.itu.int

17 Key statistical highlights: ITU data release June 2012
http://www.itu.int/ITU-D/ict/statistics/material/pdf/2011%20Statistical%20highlights June 2012.pdf
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2. Armenia's Connectivity Infrastructure (Broadband)

Armenia's Broadband at a Glance

The broadband sector in Armenia is regulated by the Law “On Electronic Communications”.*® The
Ministry of Transport and Communications (MTC)™ is responsible for policy development in
telecommunications sector. The Public Services Regulatory Commission (PSRC)® is an
assigned regulator of the telecommunications sector, and is implementing its activities based on
the law On the Authority Regulating the Public Services.?

ITU's look?

Fixed-broadband penetration is currently around three per cent, but there are positive signs for
growth in Armenia’s broadband sector. The Ministry of Economy plans to build and expand a
mixture of fiber optic, and satellite technologies working to develop the country’s high-speed
broadband network at a cost of approximately USD 24 million. The country’s main operators have
extended its 3G and 4G footprint, deploying an additional 4G base stations in hew regions so as to
improve coverage, and will introduce VDSL technology to deliver higher capacity.

National Broadband Network

In 2010, the World Bank initiated the “E-Society and Innovation for Competitiveness Project’?® for
Armenia. The aim is to address constraints to competitive e-society and enterprise innovation in
Armenia by strengthening the underlying infrastructure and enabling environment. A principal
purpose of the project is e-society infrastructure development. The project will provide financing to
support the design and development of the Armenian ICT infrastructure required for an e-society
through: (&) supporting sub-project for deployment of national broadband information
infrastructure, including backbone network and broadband access on a public private partnership
(PPP) basis with adequate international linkages and necessary connections for public institutions
throughout the country (government virtual private network); (b) supporting a digital citizen
program aimed at enhancing trust and security in the provision of electronic services and hence
promoting further uptake of electronic services by citizens and businesses through support to the
creation of a national certification authority for electronic signatures; and (c) promoting increased
computer penetration and digital literacy through a ‘computer for all' program. The Nationwide
Broadband Backbone and Government Network project sub-component should aim for a capacity
of 100 Mbps, and reach to 900 communities of Armenia.

There are several organizations that have researched and stored experience of different countries
in broadband development. Such organizations created Toolkits for policy-makers. GOA should
actively interact with ITU, BCDD, infoDev, OECD, etc. For example, BCDD publishes the list of
Broadband Policies-Worldwide?: a selection of national policies which aim to promote broadband
deployment. Armenia is not presented in the list yet. Along with this, ITU has started series of

18The Law of the Republic of Armenia on Electronic Communications

19 RA Ministry of Transport and Communication: www.mtc.am

20 Public Services Regulatory Commission (PSRC): www.psrc.am

21The Law of the Republic of Armenia on the Authority Regulating the Public Services

22 “Measuring the Information Society” report (ITU, 2011): http://www.itu.int/ITU-D/ict/publications/idi/index.html
23 The World Bank’s “E-Society and Innovation for Competitiveness Project” for Armenia:
http://www.worldbank.org/projects/P115647/e-society-innovation-competitiveness-eic-project?lang=en

24 Broadband Policies-Worldwide (Broadband Commission for Digital Development)

http://www.broadbandcommission.org/Documents/NationalBBPolicies 2012.pdf
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publications on broadband policies and their impact on economies. The first one is “The Impact of
Broadband on the Economy.”® In its turn, infoDev created two useful web resources: ICT
Regulation Toolkit and broadband Strategies Toolkit.

lll. COURIER EXPRESS PARCEL (CEP) ENVIRONEMENT
1. CEP Market26

The CEP Market is a two-tier market. On the one hand, small and infrequent senders (e-commerce
exporters),with a concentration of senders located in areas and countries where population
density is low, have less choice and often have no alternative other than the services of national
postal operators, and pay higher prices than large senders, and higher published cross-border
prices as compared to domestic ones. Large senders enjoy the economies that come from
competitive delivery markets. On average, a lorry load contains between 1,150 and 1,650 parcels.
These are large figures: At an average sales price of €69 for cross-border purchases of physical
goods, a vendor would have to have sales turnover of approximately €17.4m a year to dispatch
one lorry load of parcels a day, and of about €3.5m a year for weekly dispatches to a cross-border
destination.

The overall volume of Armenian export of goods (2011) that potentially can relate to B2C E-
commerce is approximately 11m USD.?” These commodities are books and magazines (283,000
USD) carpets (103,000 USD), textiles (7,282,000 USD), shoes (1,455,000), furniture (869,000),
music instruments (104,000), toys (123,000) and art (840,000).

Obviously Armenia needs to do more to support small and infrequent senders (e-commerce
exporters). Two policy issues are important to consider if this goal is going to be achieved,
including good regulation and an appropriate Universal Service Obligation (USO)) system. There
is a need to address barriers in the postal sector and to encourage other organizations to act as
CEP providers (online brokers, consolidators).

2. Regulatory framework of Postal Communications in Armenia

The RA Ministry of Transport and Communications (MTC) has been recognized by the
Government to act as the authorized body in the postal network sector.”® The state policy in the
field of postal network is implemented by the authorized body.?° Also, the authorized body shall
support free and equal competition in the market of postal (courier) communication services.*

The postal network comes under the public services regulatory sector.®* Regulation in public
services sector is aimed at, among other things, contribution in the formation and development of
competitive markets and encouraging effective use of resources.*

% The Impact of Broadband on the Economy - Research to Date and Policy Issues. April 2012, ITU.
http://www.itu.int/ITU-D/treg/broadband/ITU-BB-Reports Impact-of-Broadband-on-the-Economy.pdf
*® See Appendix 4 for Trends in the CEP Market.

27 Foreign Trade of Armenia 2011: http://www.armstat.am/file/article/ft 2nish 11 8.pdf

%8 See Government Decision N 292-N of 10 March, 2005.

% See Article 10 of the Law “On Postal Network”.

% See Article 10, paragraph “j” of the Law “On Postal Network”.

*! See the Law of the Republic of Armenia “On Public Services Regulatory Body”.

* Ibid. Article 4.
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HayPost CJSC is recognized by the Government to act as the National Operator of the postal
network in Armenia.*®

Currently, 23 organizations are licensed to provide postal and courier services in Armenia.®*
Recommendation

For efficient and expert regulation of postal communication, PSRC can be desighated as a NRA
(regulator). The tasks of the designated NRA should be: ensuring compliance with the obligations
of the postal service directive, including high quality postal services, issuing licenses where
applicable, dealing with complaints procedures, supervising the cost orientation of tariffs,
promoting competition in the sector and collecting statistical data.

National postal operator

HayPost CJSC is the Armenian universal postal service provider which provides postal, payment
and retail services. In December 2011, HayPost acquired Riposte Essential™, a product of the
Escher Group.®® This action was part of the program to modernize the Armenian postal sector. The
National Postal Operator will roll out Riposte Essential across its postal network during 2012.
Riposte Essential is a comprehensive retail management solution, and is also Escher
Group’s Point of Sale Retail product. It includes a set of off-the-shelf applications supporting a
broad range of transactions, including postal and traditional retail sales as well as banking and bill
payments.

Recommendation

HayPost should provide access to Riposte Essential (supply chain management software acquired
by HayPost) for software development companies and for retailers as they integrate it with their
shopping carts.

Alternative business models for cross-border e-commerce

Several well-known shipping brands are currently providing services in Armenia. Among them are
DHL, TNT, UPS, and FEDEX.

HayPost’s international agreement base®

Armenia has been a member of Universal Postal Union (UPU) since 1992. In 1992, Armenia
entered the 12-member Regional Commonwealth in the field of Communications. In 2008 HayPost
became a member of PostEurope®’ (Association of 48 European public postal operators).

* See Government Decision N 292-N.
34 List of licensed postal operators: http://mtc.am/DownloadFile/6480arm-PK-mayr.pdf

35http://www.haypost.am/view-lang-eng-announcement-152.html

%HayPost: International cooperation: http://www.haypost.am/view-lang-eng-page-181.html
37PostEurope: http://www.posteurop.org/
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. E-ENVIRONMENT
1. IT Industry

Information technologies (IT) play an essential role in supporting daily life in today's digital society.
Countries are making more and more efforts to bring the IT industry to a level when it can generate
new ideas, easily adopt international trends and solutions and prepare appropriate skills for
continuous growth of the sector. The IT industry is mainly the infrastructure backbone of the e-
environment for e-commerce.

Current State of IT Sector in Armenia®

In recent years, the IT sector has witnessed a major inflow of foreign investors who have located in
Armenia to capitalize on the young and highly qualified workforce. The major specializations in the
IT sector include embedded software and semiconductor design, custom software development
and outsourcing, financial applications, multimedia design, Internet applications, web development,
MIS and system integration.

= The total number of IT companies is 281, 107 of which are foreign branches.

= Total employment in the IT sector is about 6,800.

= The IT sector accounts for 2 per cent of GDP.

= The total turnover of the IT industry is 205m USD, 90 million of which consists of exports.
= The number of students in IT specialties at major Armenian universities is about 7,000.

= The revenues of IT companies from the domestic market reached SD 115 million in 2011.
IT Sector by 2018

In 2008, the Government adopted a new 10-year industry development strategy focused
onbuilding infrastructure, improving quality of IT graduates, creating venture and otherfinancing
mechanisms for start-up companies. The main goals of this new strategy were to builda developed
information society in Armenia, make Armenia part of the knowledge creationglobal network, and
form a strong and advanced information technology sector. Thestrategy aims at increasing the
rangesof computer and internet penetration in all segments ofthe economy; building new
technoparks and incubators; establishing a major venture fund; developing the domestic market for
local IT products and services’ increasing FDI, and othermeasures targeting the expansion of the
ICT sector and the developmentof an IT society in Armenia.

International Support

= To support to the achievement of the aforementioned objectives, in 2011 the World Bank
started the Armenia E-Societyand Innovation for Competitiveness Program.lt includes the
following projects: The Pan-Armenian Broadband Access and ManagementNetwork,
Introduction of Certification Center in Armenia, Computer for All, GyumrilT Center, and financial
support to companies needing Innovative knowledge and teechnologies and assistance to
IT/research Industry development.

3 Armenian IT Sector, EIF, 2011: http://mineconomy.am/uploades/State Of Industry Report 2011 ENG final.pdf
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* |n 2011, the USAID funded EDMC**Project was launched, targeting SME capacity building in

IT sector among others.

Table 5: IT industry growth targets through 2018

Main Indicators 2018
Home computer penetration 70%
Educational computer penetration 100%
Central and local government computer penetration 100%
Population Internet penetration 90%
State entity spending on locally developed IT products, % of >1%
nationalbudget
Domestic spending on locally developed IT products, % of GDP >2%
Share of e-services in all services provided by government 80%
authorities
Number of IT companies (from which 200 with foreign capital) 1000
IT workforce 20000
Productivity, output per employee 50,000 USD
Industry revenues 1 bin USD
Exports 700 min USD
Companies with = 1,000 employees >1
IT companies offering R&D services 100-200
Techno-city >1
Techno-Parks & incubators >10
Venture capital funds committed >700 min
uUsD
Local open joint stock companies (registered at Armenian 50 - 100
StockExchange)
Local open joint stock companies (registered at international >5

stockexchanges)

3 EDMC: http:/www.edmc.am/
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2. Electronic Payment Systems

A payment system® is a system used for transferring money. With the advent of computers and
electronic communications, a large number of alternative electronic payment systems have
emerged. These include debit cards, credit cards, electronic funds transfers, electronic checks,
electronic cash, e-wallets, p2p payments, wireless payments, direct credits, direct debits, and
Internet banking. Standardization has allowed some of these systems and networks to grow to a
global scale (credit cards, ATMs), but there are still many country and product specific systems. In
the United States, for instance, the Federal Reserve Bank operates the automated clearing house
(ACH) system. In most EU countries, direct debit is the preferred method of facilitating electronic
payments.

EU Practice*

The Payment Service Directive (PSD) and Single Euro Payments Area* (more specifically e-
SEPA) are two important public sector-led initiatives to harmonize (online) payments in the region.
The aim of PSD is to ensure the user-friendliness, safety and efficiency of payments throughout
the European Union/European Economic Area, in particular for credit transfers, direct debit
mandates, card payments, as well as for money transfer services. One of the novelties of PSD
was the system of licenses for payment service providers (PSPs). It lays down information
requirements regarding payment services and lists rights and obligations of both PSPs and users.
Under the SEPA program, European banks seek to harmonize credit transfers, direct debits and
card products across 32 European countries. The SEPA vision is to abandon the concept of
cross-border payments and to treat Europe as one domestic region for payments. Every citizen
and organization should have access to the same payment instruments all over Europe.

3. Payment System in Armenia

Armenian legislation provides the Central Bank of Armenia with the power to regulate and
supervise the payment and settlement system activities. Under this power the Central Bank
participates in drafting laws regulating the payment and settlement area, enacts sub-legislative
acts regulating payment and settlement relations, determines the forms of statistical reports for the
payment area, and the procedure for reporting by Armenian banks and other organizations.

Participants of Payment and settlement systems

The participants of the payment systems in Armenia are the banks and non-bank financial
organizations. Banks provide payment settlement services based on their licenses and can freely
join any of the payment systems (also international ones) operating in Armenia. Non-bank financial
institutions are payment settlement organizations which are regulated by the law “On Payment and
Settlement System and Payment and Settlement Organizations.” By law, the authorized
participants of payment and settlement system of Armenia are:

= Organizations offering money remittances, whereby they receive payments and make
payments without opening bank accounts, as well as render other payment and settlement
services, as permitted by the CBA Board, that are connected with any given type of payment
and settlement service;

40 Payment system: http://en.wikipedia.org/wiki/Payment system

41European Payment Council: http://www.europeanpaymentscouncil.eu/
“SEPA: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0]:1.:2012:094:0022:0037:EN:PDF
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= QOrganizations implementing processing and clearing of payment instruments and payment and
settlement documents for the third parties, as well as rendering other payment and settlement
services, as permitted by the CBA Board, that are connected with any given type of payment
and settlement service; and

= Organizations implementing emission of electronic money.

Currently seven organizations offer money transfer services.** Three of them are also permitted to
carry out processing and clearing of payment instruments. Armenian Card CJSC (ArCa) is licensed
to carry out processing and clearing of payment instruments.

ArCa: Armenian Card CJSC has been issued an activity license for processing and clearing of
operations by ArCa cards and processing of operations by Visa and MasterCard. The ArCa card
unified payment system was introduced by the Armenian commercial banks and the Central Bank
in 2001. The owner and operator of the system is Armenian Card CJSC which, at the same time,
oversees and regulates the activity of the system, formulates the system’s development policy, and
ensures its implementation. The settlements in the system are executed according to the principle
of multilateral netting while the final settlement is done via correspondent accounts of participant
banks with the Central Bank. The flows of payment messages in the system are Y-structured.

iDram**: The new player in the market is “idram” LLC, the operator of “idram” payment system
(founded 2008). The company was licensed by the CBA in 2009. idram LLC was the first in
Armenia that was authorized to issue electronic money in March, 2012. The company's goal is to
develop capabilities of money transfers in the Internet environment.

4. Electronic Payment Instruments

The functionality of the electronic payment system is measured by transactions committed,
structure of the electronic payment instruments available within a country, and the payment
instruments used during payment of purchased products or services. However, it is important to
note that Armenian society is still primarily cash-based.

Recommendation

The GOA should consider the development of a strategy for e-cash society.

The CBA should initiate surveys to discover preferred non-cash payment methods in the country.
Payment instruments in Armenia

Most noncash payments carried out in Armenia are by payment orders, and the remainder by other
instruments, such as debit orders, checks, and cards.*

= Credit payment orders: The most commonly-used non-cash payment instrument in Armenia,
which is due to the fact that it is traditionally-applied and is almost fully regulated.

= Payment by debit orders: The usage of payment by debit orders is not yet a widespread
practice among business entities in Armenia.

43 CBA Quarterly Bulletin Banber: http://www.cba.am/Storage/ AM/downloads/parberakan/statistics/banber/Banber2-12.pdf

“iDram: www.idram.am

4 Payment instruments in Armenia: http://www.cba.am/en/sitepages/pspaymentinstruments.aspx
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= Payment by travelers’ checks: In Armenia, travelers’ checks are not accepted in retail
outlets and service centers as a means of payment. These usually can only be cashed at
banks.

= Payment by cards and e-money: Presented below in more details.
5. Payment Cards

Over the years, credit cards have become one of the most common forms of payment for e-
commerce transactions. The current global payment card network industry is dominated by only a
few players. Among them, Visa and MasterCard enjoy a dominant market share.*® However, an
ascending trend towards domestic processing of payment transactions has been spotted in many
countries. Since the launch of UnionPay cards in China, many other countries are also considering
similar networks in their countries.

In the meantime, the use of smartcards has become extremely popular. A smartcard is similar to a
credit card; however it contains an embedded 8-bit microprocessor and uses electronic cash which
transfers from the consumers’ card to the sellers’ device. Starting from the second quarter of 2007,
the member banks of the ArCa system are issuing not only magnetic-stripped cards but also
chipped (smart) cards.

Key issues for consideration

Interchange Fees:* The interchange fee is a term used in the payment card industry to describe
a fee paid between banks for the acceptance of card based transactions. Usually it is a fee that a
merchant's bank (the "acquiring bank") pays a customer's bank (the "issuing bank"), though there
are instances where the interchange fee is paid from the issuer to acquirer, often called reverse
interchange.

These fees are set by the credit card networks, and are the largest component of the various fees
that most merchants pay for the privilege of accepting credit cards, representing 70- 90% of these
fees by some estimates, although larger merchants typically pay a lower percentage. Interchange
fees have a complex pricing structure, which is based on the card brand, regions or jurisdictions,
the type of credit or debit card, the type and size of the accepting merchant, and the type of
transaction (e.g. online, in-store, phone order, whether the card is present for the transaction, etc.).
Further complicating the rate schedules, interchange fees are typically a flat fee plus a percentage
of the total purchase price (including taxes). For instance, in the United States, the fee averages
approximately 2% of transaction value.

Recommendation: The GOA should review and understand whether interchange fees by ArCa
serve as a barrier for e-merchants to include card payment option in their shopping carts.

Chargebacks: A chargeback is when money in a merchant account is held due to a dispute
relating to the transaction. Chargebacks are typically initiated by the cardholder. In the event of
a chargeback, the issuer returns the transaction to the acquirer for resolution. The acquirer then
forwards the chargeback to the merchant, who must either accept the chargeback or contest it. In
most cases chargeback can be avoided by merchants by setting up clear terms and conditions,
granting fast delivery of ordered goods or services. In order to regulate the issue, the Credit Card
Accountability Responsibility and Disclosure Act of 2009 was adopted in the U.S. It is
comprehensive credit card reform legislation that aims "to establish fair and transparent practices

46 Credit card: http://en.wikipedia.org/wiki/Credit card
#Interchange Fees: http://en.wikipedia.org/wiki/Interchange fee
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relating to the extension of credit under an open end consumer credit plan, and for other
purposes.*®

Recommendation: GOA should consider amendments to legislation to address chargeback
practices aimed for equally securing the rights of merchants and consumers.

Merchant Accounts:* A merchant account is a type of bank account that allows businesses to
accept payments by debit or credit cards. A merchant account is established under an agreement
between an acceptor and a merchant acquiring bank for the settlement of payment card
transactions. In some cases a payment processor, independent sales organization (ISO), or
merchant service provider (MSP) is also a party to the merchant agreement. Whether a merchant
enters into a merchant agreement directly with an acquiring bank or through an aggregator such as
PayPal, the agreement contractually binds the merchant to obey the operating regulations
established by the card associations.

Armenia's Case:

= The CBA has developed and adopted the procedure “Issuance, Acquiring and Distribution of
and Implementation of Operations by Payment Cards in Armenia.””® Upon this procedure,
Armenian banks can provide merchant accounts to Armenian businesses.

= Armenian businesses cannot open merchant accounts at PayPal. However, there are other
well-known services that provide such opportunity, such as Skrill.

Payment gateway: A payment gateway service authorizes payments for e-businesses and online
retailers. It is the equivalent of a physical POS (point-of-sale) terminal located in most retail outlets.
A merchant account provider is typically a separate company from the payment gateway. Some
merchant account providers have their own payment gateways, but the majority of companies use
3rd party payment gateways. The gateway usually has two components: a) the virtual terminal
that can allow for a merchant to securely login and key in credit card numbers, or b) the website's
shopping-cart connect to the gateway via an API to allow for real time processing from the
merchant's website. The internationally recognized payment gateway providers are 2CheckOut,
Amazon Payment Gateway, Authorize.net, Google Checkout, PayPal, and WorldPay. Some of
them (such as PayPal) are bundled payment gateways/merchant processors.

Armenia's Case: iDram charges a 2.5 to 5% commission for receiving online payments for
products and/or services. By comparison, PayPal charge a flat percentage of the transaction
(1.9% - 2.9% depending on volume), plus the per-transaction fee. Other well-known merchant
processors charge in the range of 2.2% to 2.65% plus 1%-1.5% for non-qualified cards.>

Payment Cards Penetration

Set out below is the information on the number of payment cards issued by Armenian commercial
banks (unified cards payment system ArCa and international cards system).>> Based on the gross
number of cards issues by June 2012 (1,133,000), the average Armenian citizen holds 0.35 cards.
In South Korea or the U.S., payment card penetration is 4-5 per person.

48 Credit CARD Act of 2009: http://en.wikipedia.org/wiki/Credit CARD Act of 2009
4 Merchant account: http://en.wikipedia.org/wiki/Merchant account
50http://www.arlis.am/DocumentView.aspx?docid=22683

>1 Payment Gateways, Merchant Processors, and Bank Accounts (June, 2011)

http://www.practicalecommerce.com/blogs/post/845-Payment-Gateways-Merchant-Processors-and-Bank-Accounts
52 CBA Annual Bulletin 2011: http://www.cba.am/Storage/EN/publications/statistics/vich tex/vich tex 12 eng.pdf

23


http://www.2checkout.com/
https://payments.amazon.com/sdui/sdui/home
http://www.authorize.net/
http://checkout.google.com/sell/
https://www.paypal.com/cgi-bin/webscr?cmd=_payflow-pro-overview-outside
http://www.worldpay.com/
http://en.wikipedia.org/wiki/Credit_CARD_Act_of_2009
http://en.wikipedia.org/wiki/Merchant_account
http://www.arlis.am/DocumentView.aspx?docid=22683
http://www.practicalecommerce.com/blogs/post/845-Payment-Gateways-Merchant-Processors-and-Bank-Accounts
http://www.cba.am/Storage/EN/publications/statistics/vich_tex/vich_tex_12_eng.pdf

= Recommendation: the GOA should consider separate research in order to identify the barriers
for low level of payment cards penetration in Armenia.

Table 6: Cards network indicators in Armenia

3. Cards in circulation

2007 2008 2009 2010 2011 2012 (Jan- Penetration rate in
Jun)®® population
ArCa | 142482 | 200190 | 282164 306070 391936 435000 13.3
Visa | 139280 | 165894 | 201589 269771 363691 439000 13.4

Mast | 23665 47769 61108 115943 181455
er 217000 6.6

Other | 22425 40504 34570 37514 37829
* 42000 13

TOTA | 327852 | 454357 | 579431 729298 977436
L 1133 000 34.6

* HSBC Debit, AMEX, DINERS CLUB and others.

6. E-money

Electronic money ** (also known as e-currency, e-money, electronic cash, electronic currency,
digital money, digital cash, digital currency, cyber currency) is money or scrip that is only
exchanged electronically. Typically, this involves the use of computer networks, the Internet and
digital stored value systems. Electronic funds transfer (EFT), direct deposit, digital gold currency
and virtual currency, are all examples of electronic money. It is also a collective term for financial
cryptography and the technologies enabling it. E-money can also be stored on (and used via)
mobile phones. With e-cash, consumers are more comfortable with transactions over the Internet
as it is a one-time transaction that cannot be traced back to the user, whereas with credit cards,
hackers can obtain information on the card holder and commit fraud.

EU Regulation:> The new E-Money Directive (2009/110/EC) (EMD)*® aims to enable new,
innovative and secure electronic money services to be designed, provide market access to new
companies, and foster real and effective competition between all market participants. This should
benefit consumers, businesses and the wider European economy. The directive focuses on
modernizing EU rules on electronic money, especially bringing the prudential regime for electronic
money ing;[itutions, into line with the requirements for payment institutions in the Payment Services
Directive.

53 CBA Quarterly Bulletin Banber: 2012 (2" quarter):

http://www.cba.am/Storage/AM/downloads/parberakan/statistics/banber/Banber2-12.pdf
>4 E-Money: http://en.wikipedia.org/wiki/Electronic money

5 E-Money Regulation in EU: http://ec.europa.eu/internal market/payments/emoney/index en.htm
56 E-Money Directive: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32009L0110:EN:NOT

S’Payment Services Directive: http://ec.europa.eu/internal market/payments/framework/index en.htm
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7. Mobile Payments

Mobile payment,®® also referred to as mobile money, mobile money transfer, and mobile wallet
generally refer to payment services operated under financial regulation and performed from or via
a mobile device. Financial institutions, credit card companies, Internet companies and a number of
mobile communication companies have implemented mobile payment solutions. In developing
countries, mobile payment solutions have been deployed as a means of extending financial
services to the community known as the “unbanked®.”

Recommendations

The GOA should consider separate research so as to gain a picture of mobile payment readiness
in the country.

Regulation and Policy amendments should be considered in the spheres of consumer protection,
privacy and data protection, telecommunications, financial regulation, competition law,
convergence of different regulatory areas, user security issues, handling deposits, and cross-
border transfers.

8. E-Banking

Online banking®® (or E-banking) allows customers of a financial institution to conduct financial
transactions on a secure website operated by the institution, which can be a retail or virtual bank,
credit union or building society. It may include any transactions related to online usage. Driven by
the continuous growth of e-commerce and its increasing share of retail spending, banks should put
more effort towards the online channel, to keep up with consumer demand for convenience and
security.

9. Online Banking enabled Payments (OBeP)

EU Practice — MyBank: In Europe, the banks behind the MyBank®" initiative have an opportunity
to regain a position in the online payment landscape. MyBank is building on its customer base and
trust, two undeniable strong points of banks. The European Central Bank has always strongly
supported the emergence of SEPA-wide online e-payment solutions, such as those that already
exist at the national level, for example in Germany, Austria and the Netherlands. It seems that
MyBank, the e-authorization scheme being developed by the European Banking Association
(EBA), finally presents such a solution. The MyBank project was launched in 2011. The new
service will be made available for banks and licensed payment institutions, in line with the Payment
Services Directive and the relevant regulatory requirements. Banks and their customers will be
able to expand their businesses in the e-commerce market via the SEPA-wide service based on
the pan European interbank payment infrastructure.

MyBank is a Europe-wide OBeP service which enables customers to pay for online purchases
through their familiar online banking interface. To pay for a transaction, customers will select the
MyBank button among the payment methods offered by their e-merchant. Customers will then
choose their bank and will be redirected to their bank’s online banking portal, where they log onto
their account with their regular access data. They will find the details of their purchase displayed in

58 Mobile payment: http://en.wikipedia.org/wiki/Mobile payment
> See Appendix 6 for the Models for mobile payments and mobile payment service provider models.

0 Online Banking: http://en.wikipedia.org/wiki/Online banking
6!MyBank: https://www.mybankpayments.eu/
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the online banking interface and will only need to authorize the transaction to initiate the payment.
The e-merchant will be immediately notified once the transaction has been authorized.

Recommendation: The GOA should consider starting negotiations for conjoining the Armenian
banks to the MyBank initiative. This will help to build confidence for Armenian customers and help
Armenian e-merchants to have easy access to European customers.

Armenia’s Case: The CBA's “Possible Developments in Armenian Banking System”®* paper is

based on banks’ Development Strategy Plans. The section “New Services and Technologies”
details the following anticipated Payments Settlement activities by Armenian banks within 2012-
2014:

= Distance banking services (e-banking, e-card banking, m-banking, SMS-Banking, and bank-
client).

Membership to money transfer systems; membership to international payment system.

= New services through payment cards; new payment cards; new smartcards.

Establishment of own processing system.

Recommendation: The GOA should consider separate research so as to identify barriers for
development and diffusion of E-banking®® in Armenia.

10.Branchless banking

Branchless banking® is a distribution channel strategy used for delivering financial services
without relying on bank branches. While the strategy may complement an existing bank branch
network for giving customers a broader range of channels through which they can access financial
services, branchless banking can also be used as a separate channel strategy that entirely forgoes
bank branches.

Examples of branchless banking technologies are the Internet, automated teller machines (ATMs),
POS devices, EFTPOS devices and mobile phones. Each of these technologies serve to deliver a
set of banking services and are part of distribution channels that may be used either separately or
in conjunction to form the overall distribution channel strategy.

Recommendation: Branchless banking is a useful tool for the financial inclusion of many
disadvantaged and rural groups to affordably access financial services. Later on they can easily be
trained to also become users of e-commerce through their accounts. GOA should consider
separate research to find out barriers for branchless banking practices development in Armenia.
For the research, CGAP has developed useful tools.

11. Mobile Banking

Mobile banking (M-Banking) is one of supportive mechanisms for the diffusion of e-commerce in
society. Through m-banking, customers can take money from their banking accounts and update
their e-payment accounts for making purchases on the Internet or in a mobile environment.

62 Possible Developments in Armenian Banking System:

http://www.cba.am/AM/panalyticalmaterialsresearches/Banks%?20Strategy%202012-2014.pdf
63 Understanding the Adoption of Electronic Banking in China (SherahKurnia, FeiPeng, Yi Ruo Liu, 2009)

64 Branchless banking: http://en.wikipedia.org/wiki/Branchless banking
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M-banking® is a term used for performing balance checks, account transactions, payments, credit
applications and other banking transactions through a mobile device. Mobile banking and mobile
payments are often, incorrectly, used interchangeably. Mobile banking involves using mobile
devices gain to access financial services. Mobile payments, on the other hand, may be defined as
the use of mobile devices to pay for goods or services either at the point of purchase or remotely.
Mobile banking has until recently (2010) most often been performed via SMS or the Mobile Web.
The rapid growth of smart phones has led to increasing use of special client programs or “apps,”
downloaded to the mobile device.

M-banking is used in many parts of the world with little or no infrastructure, especially in remote
and rural areas. This aspect of mobile commerce is also popular in countries where most of their
population is unbanked. In such places, banks typically can only be found in big cities, and
customers have to travel hundreds of miles to the nearest bank.®

Regulatory challenges®’

Telecommunications, financial sector, and competition regulators sometimes address overlapping
issues, and m-banking providers must navigate the regulatory requirements from all three
regulators to ensure that their services comply with all relevant laws and regulations. Perhaps the
most important potential change to the regulatory regime with respect to m-banking is the
necessity for closer cooperation and coordination among the relevant regulators. Other regulatory
issues relating to m-banking include consumer protection; interoperability; roaming; SIM
registration/know your customer regulations; universal access; accounting; tariff regulation; and
law enforcement access and compliance, and education on m-banking.

Recommendation: The GOA should consider new research to identify barriers to m-banking
practices development in Armenia.

V. CONSUMER AND BUSINESS ADOPTION

Consumers are drivers of the digital economy. Being provided with the fast spreading and timely
information on the Internet and mobile devices, consumers are more knowledgeable of product
and service characteristics and able to make meaningful purchases. Moreover, their decisions
drive competition towards lower product prices and higher quality. Therefore, consumer issues in
the digital economy should be the highest priority for the e-commerce policy of any government.

But although the consumer benefits are well-defined, consumers’ acceptance of e-commerce is
still in doubt. Below are some of the factors affecting the adoption of e-commerce by consumers in
general, and details of the situation in Armenia together with some recommendations for GOA.

1. Factors Affecting Adoption of E-Commerce by Consumers
Return Policy

The comScore and UPS study®® (more than 3,100 U.S. online shoppers, Feb. 2012) states that 63
percent of online shoppers look at a retailer’s return policy before making a purchase. Nearly half

% Mobile Banking: http://en.wikipedia.org/wiki/Mobile banking

% See Appendix 7 for M-banking business models

67 Trends in Telecommunication Reform 2012: Smart Regulation in a Broadband World (ITU, May 2012)

% Improving Product Returns Presents Biggest Opportunity for Retailers Wishing to Increase Online Shopping Satisfaction
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said that they would shop more often and recommend a retailer with an easier returns policy,
indicating its value in driving customer loyalty.

Recommendation: the GOA should review return policy related provisions in the appropriate
legislation. It is worth mentioning that easy for consumer to return policy requirements will also
help CEP (Courier, Express, Parcel) companies to earn more money and make efficient
investments.

Insurance

Companies must have insurance coverage for defective products, problems with delivery or
production and customer payment fraud.

Trust

Confidence and trust is an essential requirement for secure electronic trading. The question of trust
is even more prominent in the virtual world than it is in the real world. The geographical separation
of buyers and sellers, often coupled with a lack of real-time visual or oral interaction, creates a
barrier to E-commerce adoption.

Trust could be affected by the regulation, general business moral, and technology and
communication infrastructure of the market. The task of building an environment of trust in the e-
economy is complex. These matters are addressed in the context of Armenia below.

Legislation: the Government should enact legislation for regulatory frameworks in areas such as
e-commerce; e-transactions/e-payments, e-contracts; cyber security laws, e-currencies;
certification and cryptography; personal data protection/arbitration; and protection of intellectual
property rights and enforcement of copyright and related rights; protection and enforcement of
trademarks.

Required information on e-commerce websites®

= Product details: Products should be presented with detailed information concerning their
physical characteristics (size, weight, height, materials used).

= Testimonials and reviews: Through interactive tools, customers should be encouraged to
review the products they buy and to write recommendations about their experience in buying
from business.

= Details at checkout: At every step of the checkout process it is important that customers
know exactly what is in their shopping cart. They will feel more confident in completing the
purchase when checkout screens clearly show each item number, the item cost and product
details - such as color and size - so they can verify that everything is correct. There should be
an option to change quantities and items at the checkout.

= Personal Data Policy: Business should provide information for every piece of data that is
collected from a customer and make sure to clearly state how this information is to be used. If

http://www.comscore.com/Press Events/Press Releases/2012/6/Improving Product Returns Presents Biggest Opportunity fo

r Retailers
%7 Ways to Help Customers Trust Your Ecommerce Website (August, 2010):
http://www.ecommerce-guide.com/solutions/design/article.php/3898046/7-Ways-to-Help-Customers-Trust-Your-Ecommerce-

Website.htm
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a business is going to sell it to an affiliate company needs to inform customers about it and
seek their approval.

= Return Policy: If items are broken, if they don't fit or if the customer just plainly wants to send
it back the business should make it clear what its return policy is and how a customer should
go about returning the item.

= Contact Information is the positive sign for customers that they can get after-sale support.

= Security Policy: The business should display its security policy, put security trustmarks (e.g.
McAfee Secure), and provide information that its SSL version is up-to-date.

Recommendation: Amendments in appropriate legislation should be initiated to ensure that e-
merchants are providing the following information (product details, testimonials and reviews,
details at checkout, personal data policy, return policy, contact information, security policy) on their
websites.

Privacy: Privacy is defined as the mechanism by which e-commerce users ensure that they retain
control over their own data. There are a number of problems underlying the concerns involving
privacy for both businesses and consumers. Consumers’ data can be stored and used for
advertising purposes (spam, sms) and for crime (hacking of credit card information).

Financial Mechanisms

= Credit History: Before entering into a commercial arrangement with a stranger, access to
information about credit history, annual turnover, and previous trading associates would be
desirable. Firms could then assess the legitimacy and creditability of a potential trading partner.
These preconditions are also applicable for building trust in e-marketplaces.

= Cash on delivery: Consumers worried that online firms were fraudsters, or that their credit
cards would be abused, or that purchases would get swapped for counterfeits during shipment.
In China, Alibaba overcame this by creating Alipay, a clever online arrangement that (unlike
eBay's system) releases payments to vendors only after clients confirm that they are
satisfied.™

Recommendation: CBA should initiate a brand test for ArCa and thereafter implement brand
awareness actions for ArCa. The German study "Confidence-building measures in e-commerce
put to the test" confirms that the offer of payment method is linked to the trustworthiness of online
shops.”

Infomediaries: An infomediary’® works as a personal agent on behalf of consumers to help them
take control over information gathered about them for use by marketers and advertisers.
Infomediaries operate on the assumption that personal information is the property of the individual
described, not necessarily the property of the one who gathers it. The infomediary business model
recognizes that there is value in personal data, and the infomediary seeks to act as a trusted

70 The great leap online (Nov. 2011)
http://www.economist.com/node/215402607zid=291&ah=906e69ad01d2ee51960100b7fa502595
71 ECC Handel Study: the more expensive the product the more important the payment process (31 July 2012)

http://www.e-commercefacts.com/research/2012/07/importance-of-payment-pro/index.xml
72Infomediary: http://en.wikipedia.org/wiki/Infomediary
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agent, providing the opportunity and means for clients to monetize and profit from their own
information profiles.”

Trustmark

An E-commerce trustmark’ is a badge displayed on a website to indicate that the website
business has been shown to be trustworthy by the issuing organization. A trustmark gives
confidence to customers and indicates to them that it is safe to do business with the web site
displaying it. When clicking an E-commerce trustmark, a browser will usually display the
company’s website information as well as the validity period of the certificate. The certificate is
used to encrypt communication from user computers to the company’s website. Having a valid
certificate ensures that all communications are secure and protected.

Comparing Online Trust Seals™

Trust seals fall into three categories: privacy seals, security seals, and reputation and reliability
seals.

Privacy Seals: Privacy seals verify that a website has strong information privacy practices outlined
in its privacy policy, and can also indicate that a site is subject to scans to detect privacy
vulnerabilities.

= TRUSTed Websites: The TRUSTe Websites seal indicates that TRUSTe has reviewed a
website’s privacy policy and it adheres to TRUSTe’s privacy program requirements. The seal
also indicates that a website participates in TRUSTe’s privacy dispute resolution services and
is subject to site privacy scans.

= Reputation & Reliability Seals: Reputation and reliability seals verify that a website is
operated by a legitimate business entity and/or that a website has sound business practices as
determined by consumers or a third-party.

= BBB Accredited Business Seal: A BBB accredited business seal confirms a business’ BBB
accredited status and a website’'s adherence to the BBB Code of Business
Practices. http://www.bbb.org/us/

* DbuySAFE Seal: The buySAFE Seal confirms that a website has undergone buySAFE
certification to assess trustworthiness and reliability and provides guarantees for purchase
terms of sales up to $25,000, identity theft protection for 30 days, and 30 day price drop
protection up to $100.http://www.buysafe.com

= Bizrate Customer Certified Seal: The Bizrate Customer Certified Seal confirms that a website
has a rating of 'satisfactory' or better on all twelve Bizrate metrics of quality and service and
also signifies that a website solicits customer feedback and ratings directly via Bizrate surveys.
http://merchant.shopzilla.com/oa/customer_ratings

= Shopping.com's Trusted Store Seal: Shopping.com's Trusted Store Seal confirms that a
website has an average customer rating of four stars or more and at least 60 customer

73 Start-Ups Seek to Help Users Put a Price on Their Personal Data: http://www.nytimes.com/2012/02/13/technology/start-ups-
aim-to-hel

-users-put-a-price-on-their-personal-data.html? r=1

74E-commerce Trustmark: http://www.techopedia.com/definition/1491/e-commerce-trustmark
7> Comparing Online Trust Seals: http://www.truste.com/consumer-privacy/comparing-web-privacy-seals
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